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GIOI THIEU VE VNPT OPEN API



VNPT Open API la nén
tang quan ly, khai thac,
phan phoi cac API dich vu,
gitp cho c4c nha phat trién
dé dang dang Ky va st dung
tai nguyén cac API dé phat
trién dich vu.

v’ Cong dong CSP, Nha phat
trién, X4 hoi hoa

v" Phyc vu cho nhu cau cta déi
tac trién khai dich vu dac
thu vé1 VNPT
Phuc vu cho nhu cau tich
hop trién khai cac dich vu
no1 bo cua VNPT

Publisher portal

Giao dién web danh cho nha cung cap API, 1a noi
cho phép nha cung cap dang ky, quan ly cac API.

Developer portal

Giao dién danh cho nha phét trién, cung cdp méi
trwdng dé nha phat trién dang ky, nap tién, va
str dung cac API.

APl Gateway

Quan 1y va bao mat API hiéu qua. Ho tro xac thuc,
Uy quyén, dinh tuyén thong minh, can bang tai, va
gidi han lvu lugng (Rate Limiting, Quota) cho phép
bién doi dir liéu. ..



VNPT OPEN API

Nha phat trién API (API

Nha quan ly nén tang (Platform
Developer):

owner)

5 P f " " a' - o = A A
La cac ca nhan hoadc td chic phat trién, tich La don vi xay dung nén tang va quan Iy cac APIs,

hop va sl dung APl cla nha cung cdp dé xay nha cung c&p APls trong nén tang

dung cdc ung dung va dich vu.

VNPT OPEN API

Nguai tiéu dung API (API
Consumer):

D6i tac va bén thd ba
(Partners/Third-party Services):

La cac doanh nghlép. td chuc hUEIC m]LIE]i [IIJFIQ Cac doanh nghlép ddi tac hﬂél: bén thi ba s
cudi su dung Ung dung hoac dich vu do cac nha dung hoac tich hop dich vu cia Open Gateway

phat trién APl cung cép vao hé sinh thai cda ho.

Nha cung cap API (API Provider):

La cac nha cung cép dich vu API, thuting 13
VNPT hoac cac doanh nghiép co dich vu vién
thang, truyén thong va sd hoa



GIAI PHAP CONG NGHE
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U'U PIEM WSO2

Ma nguén mé: WSO2 I nén tang md nguén md, cho phép tly
chinh linh hoat theo nhu cau doanh nghiép ma khong tn chi phi
ban quyén.

H¢é sinh thai diy di: Bao gdm APl Manager, Identity Server,
Integration Server, va cac cong cu khac, dap tng tot cac yéu cau
quan ly API va tich hop hé thong

Tich hop manh mé: HJ tro cac tiéu chuan nhu OAuth2, OpenlD
Connect, SOAP, REST va tich hop tot v&i cac hé thong bén thir ba
(Kafka, RabbitMQ, Databases).

Quan Iy API hiéu qua: HJ tro day du cac chire ning quan Iy API
nhu bao mat, dinh tuyén, quan ly vong do1, va phan tich hi¢u suat.

Kha ning mé rong va hi€u suat cao: Co thé trién khai theo cum
(cluster) dé dam bao kha nang mé rong, san sang cao va xu ly
lugng 16n yéu cau.

Cong dong va tai liéu tot: HO tro tai liéu chi tiét va cong dong phat
trién rong 16n gidp giai quyet van dé nhanh chong.

HAN CHE WSO2

Giao dién trang API Developer va API Publisher (admin) con
chua dep. Do dung bo themes WSO2 dang dung, kho customize

lai giao dién

Chwa dap @wng dwoc cac kich ban charge phirc tap hon, vi du:
v' Khuyén mai khi goi X request dau tién
v Gié& cudc API thay di theo cac bac thang luu luong

Chua khai bao API hoan toan bing cau hinh dwge (Khi cac API
ngudn yéu cau nhimg tham sé phuc tap, vi du trans_id phai tu sinh
ngau nhién, hodc bam hash theo key thi vin phai code API két ndi

trung gian)

Miic d0 ma ngudén mé, cac goi hd tre doanh nghiép ciia WSO?2

kha tén kém néu cin hd tro ky thuat chuyén sau



Spring Cloud Gateway
la mQt giai phap API Gateway
manh mé va linh hoat trong h¢
sinh thai Spring Cloud, duogc
thiét ké dé dinh tuyén cac yéu
cau API va cung cap céc tinh
nang quan 1y luu luong. Pugc
phat trién dua trén Spring
Framework 5 va Project
Reactor, gitip tan dung 1ap
trinh phan irng (Reactive
Programming) dé xir 1y luu
luong 16n mot cach hi¢u qua.

Pinh tuyén thong minh

Cho phép dinh tuyén yéu cau tir client dén cac dich vu backend
dua trén URL, cho phép cau hinh dong.

Filter xir ly request & response

HO tro bo loc trudc va sau dé bién doi dir liéu yéu cau/phan hoi,
xac thuc, hodc thém logic tuy chinh

Tich hep Spring Ecosystem

Két hop d& dang vai cac cdng cu nhu spring security, spring
cloud config, cac hé thong discovery nhu Eureka

HOb tro 1ap trinh phan @ng

Xay dung trén Project Reactor, gilip xir Iy bat dong bo, ti uu
hda hiéu suat trong moi truong tai cao

Tuy chinh dé dang

Dé dang mé rong voi cac bo loc va logic tly chinh



SPRING CLOUD GATEWAY ARCHITECTURE
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L4 mot thanh phan quan
trong trong Spring Cloud
Gateway. N6 bao gom 1D,
URI dich, tiéu chi khop
(predicates), va bo loc
(filters)

@ Predicate

Tuong tu nhu ham Predicate trong
Java 8. Predicate duogc stir dung dé
khép cac yéu cau HTTP. Mot route
dugc khép néu Predicate tra vé
true.

Microservice 2

e Filter Chain

La mét loat cac bo loc duoc ap dung cho
cac yéu cau va phan hoi dén. N6 co thé
duoc st dung cho nhiéu muc dich khac
nhau nhu xac thyc, chuyén doi yéu cau
hodc phan hoi, va nhiéu muyc dich khac
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VNPT OPEN API
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Quan ly truy cap (Access control)

Kiém sodt va quan ly truy cédp hé thdng théng qua céc phuong thirc xédc thuc
nhu Token, Username and Password

Bao mat va quyén riéng tu (Security and Privacy)

Dam bao bao mét dir liéu va quyén riéng tu cho ngudi dung

Ma tran phan quyén ( Permission Matric)
Phén quyén ngudi dung dua trén cac chirc nang va quyén han ctia User

Quan ly Nha Cung Cép APIs (API's Provider Management)

Quan ly va giam sat cac APIs dugc cung cap, bao gdm cdac tinh ndng nhu
kiém tra, bao tri va cap nhat APIs.

Quan ly APIs (APl management)

Quan ly cac nha cung cap APIs, diéu phdi va theo ddi qua trinh tich hgp tir céc
nha cung cap khac.

Quan ly ghi chép giao dich (Transaction Record System)

Ghi lai va theo doi céc giao dich hodc yéu cau APl dé dam bao tinh minh bach
va phuc vu cho viéc kiém toan.

Mi hinh tinh phi (Business Model)

Dinh nghia cac mé hinh tinh phi khi str dung APIs, nhu pay-per-use hodc cac
goi thué bao dich vu.

VNFT OPEN AFI
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@override
public Flux<Route> getRoutes() {
RoutelocatorBuilder.Builder routesBuilder = routelocatorBuilder.routes();
return Flux.fromIterable(routeService.getAllRoutesFromRedis()) Flux<ApiRoutelnfo>
.map(apiRoute -> routesBuilder.route(apiRoute.getId(),

predicateSpec -> setPredicateSpec(apiRoute, predicateSpec))) Flux<RoutelocatorBuilder.Builder>
.collectList() Mono<List<RoutelocatorBuilder.Builder>>

.flatMapMany(routes -> routesBuilder.build().getRoutes());

private Buildable<Route> setPredicateSpec(ApiRouteInfo apiRoute, PredicateSpec predicateSpec) {
BooleanSpec booleanSpec = predicateSpec.path(apiRoute.getPath());
if (!StringUtils.isEmpty(apiRoute.getMethod())) {
booleanSpec.and()
.method(apiRoute.getMethod());
+
booleanSpec.filters(f -> {
f.setPath(apiRoute.getBackendPath()).
filter(new RoleFilter(authenticationService)) GatewayFilterSpec
.filter(new TPSFilter(tpsService))
.filter(new BillingFilter(billingService))
.filter(new ErrorAPIBackendFilter(kafkaEventProducer, objectMapper))
.filter(new ResponseGlobalFilter(kafkaEventProducer, objectMapper))
.modifyRequestBody(String.class, String.class,

(exchange, originalRequestBody) -> requestResponseModifierService.modifyRequestBody(original
.modifyResponseBody(String.class, String.class,

(exchange, originalResponseBody) -> reguestResponseModifierService.modifyResponseBody(origin
.metadata(Constants.API_INFO_ATTRIBUTE.API_TPS, apiRoute.getTps()) UnSpec
.metadata(RESPONSE_TIMEOUT_ATTR, 308808)

.metadata(CONNECT_TIMEOUT_ATTR, 308888);

return f;
b;

return booleanSpec.uri(apiRoute.getUri());

RequestBody, exchange))

alResponseBody, exchange))




@0verride
public Mono<String> modifyRequestBody(String originalRequestBody, ServerWebExchange exchange) o

try {
Long timeStart = exchange.getAttributes().containsKey("time-start") ? Long.parselLong((5tring) exchange.getAttributes().get("time-start")) : 8;
baockendLogger.info("FILTER----------------~-~—---~-~—- modifyRequestBody--------------------- 2o "+(system.currentTimeMillis()-timeStart));

exchange.getAttributes() .puvt(Constants. API_INFO_ATTRIBUTE.API_LOG_STAGE, "insert");
ApiLog apilLog = ResponseUtil.getAPIInfol(exchange);
baockendLogger.info(apilog.getTraceId() + "::BACKEND-BODY::" + originalRequestBody);
if(!Strings.isEmpty(originalRequestBody)) {
String fileModifyRequest = null;
if (MemoryCache.listModifyBodyRequest.containsKey(apilog.getApiId())) {
fileModifyRegquest = MemoryCache.listModifyBodyRequest.get(apilog.getApiId());
} else {
if (stringRedisTemplate.opsForHash().hasKey(Constants.REDIS_KEY.CACHE_APIS_MODIFY_REQUEST, apilog.getApiId())) {
fileModifyRegquest = stringRedisTemplate.opsForHash().get(Constants.REDIS_KEY.CACHE_APIS_MODIFY_REQUEST, apilLog.getApiId()).EtoString();
MemoryCache.listModifyBodyRequest.put(apilLog.getApiId(), fileModifyRequest);

2
b2
if (fileModifyReguest '= null) {
String fileScripts = folderGroovyRoot + apilog.getApiId() + "/request/" + fileModifyRequest;
Binding binding = new Binding();
binding.setVariable( name: "input", originalRequestBody);
originalRequestBody = GroovyShellExecutor.shell(binding, apild: apilLog.getApiId() + ":reguest", fileScripts);
backendLogger .infolapilog.getTraceId() + "::BACKEND-BODY-MODIFY::" + originalRequestBody);
t

2
apilog.setInput(originalRequestBody) ;
String valueDfApilLog = objectMapper.writevaluveAsString(apilog);
KatkaEventInfo apilLogKatkaEventInfo = new KafkaEventInfo();
apilogKafkaEventInfo.setEventName(KafkaTopicName.INSERT_API_LOG_EVENTS);
apilLogKafkaEventInfo.setId(apilog.getTraceId());
apilogKaftkaEventInfo.setObjectJdson(valueOfApiLog);
kafkaEventProducer.sendEvent (apilLogKafkaEventInfo) ;
return Mono.justOrEmpty(originalRequestBody) ;

} catch (Exception e) {
bockendLogger.error("Error processing request: ", e);
return Mono.just("Error processing request: " + e.getLocalizedMessage());




@0verride
public Mono<String> modifyResponseBody(String originalResponseBody, ServerWebExchange exchange) {

on i1me ar = egXchange.ge rioputes -COontainske ilme-star L ong.parseLon rin exXxchange.ge riouctes -ge ilme-star = .
Long timeStart hange.getAttributes() tainsKey("ti tart") ? Long.p Long((String) hange.getAttributes().get("ti tart")) : ©;

bockendlogger . _ info("FILTER-------------"---~-"-~-~--~- -~ modifyResponseBody--------------~-~------ 1 "+#(System.currentTimeMillis()-timeStart));
if (exchange.getResponse() .getStatusCode() !'= null &&
exchange . getResponse() .getStatusCode() .is2xxSuccessful()) {
try {

exchange.getResponse() .getHeaders() .put("Access-Control-Allow-0rigin", List.of("%*"));
ApiLog apilLog = ResponseUtil.getAPIInfo(exchange);
bockendLogger .info(apilLog.getTraceId() + "::BACHKEND-RESPONSE::" + originalResponseBody);
if(exchange.getResponse().getStatusCode().is2xxSuccessTul() && !Strings.isEmﬂty(nriginalﬂespnnseBndy}) i
String fileModifyResponse = null;
if(MemoryCache.listModifyBodyResponse.containsKey(apilLog.getApiId())){
fileModifyResponse = MemoryCache.listModifyBodyResponse.get(apilLog.getApiId());
}elsed
if(stringRedisTemplate.opsForHash() .hasKey(Constants.REDIS_KEY.CACHE_APIS_MODIFY_RESPONSE, apilLog.getApiId())){
fileModifyResponse = stringRedisTemplate.opsForHash().get(Constants.REDIS_KEY.CACHE_APIS_MODIFY_RESPONSE, apilLog.getApiId()).{EoString() ;
MemoryCache.listModifyBodyResponse.put(apilog.getApiId()}, fileModifyResponse);

3
¥
if (fileModifyResponse '= null) {
String fileScripts = folderGroovyRoot + apilLog.getApiId()+ "/response/" + fileModifyResponse;
Binding binding = new Binding();
binding.setVariable( nams "output", originalResponseBody);
originalResponseBody = GroovyShellExecutor.shell(binding, apild: apilog.getApiId(}+":response"”, fileScripts);
baockendLogger.info(apiLog.getTraceId(} + "::BACKEND-RESFPONSE-MODIFY::" + originalResponseBody);
}

}
apilog.setOutput(originalResponseBody) ;
String valueOfApilog = objectMapper.writeValueAsString(apilLog);
KafkaEventInfo apilLogKafkaEventInfo = new KafkaEventInfol();
apilogKafkaEventInfo.setEventName(KafkaTopicMName . INSERT_API_LOG_EVENTS);
apilLogKafkaEventInfo.setId(apilLog.getTraceId());
apilLogKafkaEventInfo.setObjectJson(valueO0fApilLog);
kafkaEventProducer.sendEvent(apilLogKafkaEventInfo);
return Mono.justOrEmpty(originalResponseBody) ;

} catch (Exception e) {
return Mono.just("Error processing response: " + e.getlLocalizedMessage());

T
T

return Mono.justOrEmpty(originalResponseBody) ;




public class GroovyShellExecutor {

private static final Logger logger = LoggerFactory.getlogger(GroovyShellExecutor.class);

private static final ConcurrentHashMap<5tring, LinkedList<Script>> mapScripts = new ConcurrentHashMap<>();
private static final ConcurrentHashMap<S$tring, AtomicInteger> mopTotol = new ConcurrentHashMap<>();
private static final int moxScript = 5B888;

! public static String shell(Binding binding, String apild,String script) throws Exception {
Script scriptShell = null;
] try {
scriptShell = getScript(apild,script);
if (scriptShell == null) throw new Exception("Can not create groovy script");
scriptShell.setBinding(binding);
String obj = (String) scriptShell.run();

return obj;
] } finally {

releaseScript(apild, scriptShell);
| b
1

private static synchronized boolean peleaseSeript(String script, Script scriptShell) {
if (scriptShell == null) return false;
LinkedList<Script> linkedList = mapScripts.get(script);
if (linkedList == null) return false;
linkedList.add(scriptShell);
return true;

public static void clearScripts(String apild){
if (mopScripts.containsKey(apild))
mapScripts.get(apild).clear();
if (mopTotol.containsKey(apild))
mapTotal.get(apild).set(0);

private static synchronized Script getScript(String apild,String fullScript) throws Exception {
LinkedList<Script> linkedlList = mopScripts.get(apild);
if (linkedList == null)

mapScripts.put(apild, new LinkedList<>());

Script ret = mopScripts.get(apild).poll();
if (ret '= null) {
return ret;
2
AtomicInteger total = mopTotol.get(apiId);
if (total == null)
mapTotal.put(apild, new AtomicInteger( initialValue: B8));
if (mopTotol.get(apild).get() == moxScript) {
logger.error{"Pool " + apild +" reach max size:" + moxScript);
return null;
}
File f = new File(fullScript);
if (1f.exists()) {
logger.warn("File script: " + fullScript + " not found");
return null;
2
ret = new GroovyShell().parse(f);
mapTotal.get(apild).incrementAndGet();
logger.info("Create groovy ID"+apild+"| " + fullScript + " pool size:" +
hupScripts.get(apiId).size() + ", total:" + mopTotal.get(apild).get());
int totalScripts = 0, totalScripts2 = 8;;
Enumeration<String> keySet = mopScripts.keys();
while (keySet.hasMoreElements()) {
String param = keySet.nextElement();
totalScripts += mopScripts.get(param).size();
totalScripts2 += mopTotol.get(param).get();

}

return ret;
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